Forensic Expertise of the Paper Support of Counterfeit Documents
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The paperwork presents the results of the examination of the paper support from travel documents, by
analysing the composition of the biodata page, which where differently falsified. For this purpose, the
computer analyzed the composition of the tab, which is usually through various kinds counterfeit. By taking
very small fragments of these pages, we can get useful information about the methods and techniques
used by counterfeiters. The comparative analysis highlights the forgeries and certain connections with the
original document. Therefore, there were obtained some data on their scientific investigation and highlighted
the method used by forgeries.
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Through the forensic examination of documents, we
can establish the forgery techniques used in documents,
namely falsification by alteration of a genuine support, or
by counterfeiting the biodata page [1, 2], the role and
conditioning them having a close connection with the
evolution of technology [2]. The judicial expertise differs
from other types of forensic investigation by purpose: to
identify the counterfeiter who makes copies of valuable
documents, establishing the period, the types of materials
and methods for achieving document, respectively the
motivation, manner and place of use. In this sense, it
involves a complex technical and scientific investigation
of the document in question, when determining the
chemical nature of the component materials, structural
and functional features, manufacturing technology,
conservation status, up to the detailed identification of the
archaeometric or chemometric characteristics and traces
of surface materials [2-5]. An important role is held by the
physico-chemical expertise of the documents with
counterfeit elements or entirely falsified, which allows
proof of guilt and identification of the perpetrator. The
physico-chemical examination of counterfeit documents
has a very important role in proving the guilt and
whereabouts of the perpetrator [3, 6-13].
After 2007, when Romania became a member state of
the European Union [13], at the border crossings were
identified a large number of forged documents, such as:
passports, identity cards, visas, credit cards and means of
payment, attorney and notary documents [14, 15].
The paper analyzed a series of documents difficult to
identify at first glance as being partially forged. For the
identification of these counterfeited documents there were
used optical microscopy (OM), scanning electron
microscopy (SEM) coupled with X-ray spectroscopy (EDX),
and FTIR spectroscopy.
Experimental part
Materials and methods
Three Romanian passports with counterfeited biodata
page by different methods (fig. 1a, b and c) and one genuine

Fig. 1. Images of documents analyzed: a, b and
c – counterfeited; d – genuine

(fig. 1d) was used for this study. Samples were collected
from small areas of the biodata-pages, in order to not
damage the documents.
Determination of printing technique and the fiber density
was performed by optical microscopy using a CARL ZEISS
AXIO IMAGER A1m, with attached camera AXIOCAM,
images being enhanced between 50× and 200× and
observed by reflection [16-18]. In the analysis of
component materials (composition and microstructure
morphology) was used, a scanning electron microscope,
SEM VEGA II LSH model, manufactured by TESCAN, Czech
Republic, together with an EDX detector type QUANTAX
QX2, manufactured by BRUKER/ROENTEC Germany [1719].
Sample analysis was performed at a 200.....1000×
magnification, with a 30kV acceleration tension and the
working pressure below 1×10-2 Pa [19, 20].
For optical and electronic microscopy SEM-EDX type
were used from the peripheral areas illegible samples of
the four documents, which were taken by noninvasive
methods and para-destructive [20].
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The elemental composition obtained by the technique
SEM-EDX was corroborated with data obtained by ATRFTIR. FTIR spectra were obtained using a Vertex 70 FTIR
equipped with accessories: ATR mode and RAMAN II. The
spectra were recorded in the range of 4000–700 cm-1 [2123].
Results and discussions
Microscopic analysis
In figure 2a it is seen that the recto side of genuine (P1)
document is secured by a protective foil TKO, specifically
Transparent Kinegram Overlay (an iridescent security
element based on diffractive optical device known as
DOVID – Diffractive optically variable image device), and
the background was printed by offset. The analysis of the
P2 sample belonging to a counterfeited document (fig.
2b) reveals that the TKO foil is missing. For background
image was used a colour inkjet printer that use basic
colors: magenta, yellow, cyan and black, highlighting the
random ink dots. In the case P3 sample belonging to a
support of a counterfeited document, the protection foil is
deteriorated and the background was printed by color laser
printing (fig 2c). In At the last sample analyzed (P4), the
authentic background design was printed offset, but due
to chemicals used for erasing information from biodata
page, it has lost the color and clarity (fig. 2d).

destroyed, due to the chemicals used for erasing
information from biodata page (fig. 3d).

Fig. 3. SEM images of the recto pages of the analyzed samples:
a - P1; b - P2; c - P3; d - P4

Examining the recto proof of the genuine document (P1)
there is a higher quality of paper ground specific to
documents with high security level and a very good
resolution of cellulose fibres (fig 4a). For the sample P2,
due to the use of ordinary paper, cellulose fibres do not
longer have the same quality as the genuine document,
and it can be seen a visible distinction between them (fig
4b). The verso side of the sample P3 of the genuine support
is altered by chemical substances used for erasing the recto
side, as well as adhesive substances used for bonding the
false, nearly imperceptible fibres (fig. 4c). The verso side
from the latest sample P4 is similar to the third sample,
the difference being given by the absence of secondary
substrate and hence the lack of adhesive substances (fig.
4d).

Fig. 2. OM images of samples analyzed recto:
a – P1; b – P2; c – P3; d – P4

SEM analysis
The fiber composition of the paper support is a
characteristic of every assortment of paper. For the
manufacture of paper support for documents with high
security level are mainly used cotton, textile fibers and/or
silk. In contrast to commercial paper which is made of
wood pulp, straw, grasses, in paper-making used for
documents with a high security level, chemical bleaching
agents are not used. To ensure a durable and long-term
use, paper support uses special pasta, which can be part
of the paper mass or just covering these supports.
For the standard sample (P1) it can be seen on the
obverse, both the glaze layer between the protection foil
and identifying details and a very good clarity of fibres that
constitute the cellulosic support (fig 3a). In the P2 sample
taken from a forged document it was not found glaze layer
on the front side and it is not possible to make a clear
distinction of fibres in paper composition (fig 3b). When
examining the P3 sample one can see obvious extra paper
support over the real one (fig 3c), the genuine support being
destroyed due to the substances used for sticking that
penetrated in the mass of the paper. On both sides of the
analysed bracket it appears that fibres can no longer be
seen. On the last sample analysed P4 it can be seen how
glaze layer and fibres of the paper composition were
MATERIALE PLASTICE ♦ 54 ♦ No.1 ♦ 2017

Fig. 4. SEM examination of the verso samples:
a - P1; b - P2; c - P3; d - P4

The composition of the genuine (P1) and counterfeited
documents (P2, P3 and P4) was examined through EDX.
The results are shown in table 1. The genuine document
(P1) contains cellulose with high level of purity and on the
other side has a SiO2 layer. The counterfeited documents
contain on the both sides aluminum silicates powder due
to the contamination with the dust (ash, dirt, etc.)
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Table 1
THE CHEMICAL COMPOSITION OF THE ANALYZED SAMPLES BY EDX

It has been identified on the counterfeited documents
elements such as K, Na, Ca, Cl which come from the dry
cleaning with hypochlorite [24]. Two of the counterfeited
documents (P3 and P4) had obvious dry cleaning, but one
document (P2) has a commercial paper instead of the
biodata page. This commercial paper does not have Na+
on one side and Cu2+ on the back side as the others
documents, which denote that the author did not chose
very well the paper support.
In figure 5 and 6 are presented the spectra from all four
samples.
The analysis of the characteristic bands of FTIR spectra
are highlighted as follow [22, 23, 25, 26]:
- 2000-4000cm-1 - the stretching vibration of the OH
(3100–3600cm-1), CH and CH2 (2800-3000cm-1);
- 1500-2000cm-1 - shows weak absorption, usually at
1650cm-1, due to the deformation of the symmetrical
vibration of water molecules (humidity pulp); at 1730-1760

cm-1 there are bands specific to carbonyl groups present in
the oxidized cellulose.
- 1200–1500cm-1 contains a series of distinct bands
which are mainly present due to primary alcoholic group
CH 2OH (1430, 1370, 1290, 1240cm -1 deformation
vibrations).
Additional, here are included deformation and vibration
of bonds C-O and C-H.
- Between 950-1200cm-1 there are valence vibrations of
the bonds C-O, C-C, of cycles pyranose (1050cm-1) and
deformation vibrations of groups CH2OH.
- Between 700-950cm-1 there is a peak at 900cm-1,
which is due to deformation vibrations of groups CH2OH,
CHOH and pyranose cycles.
By comparing all spectra obtained from the recto of
genuine biodata page (fig. 5 a) with forged ones (b, c and
d), there is a clear difference between forged and genuine
documents. Thus the genuine passport has clear peaks

Fig. 5. FTIR spectra of genuine (bottom) and
forged (top) recto biodata page:
a -P1; b - P2, c - P3; d- P4

Fig. 6. FTIR spectra of genuine (bottom) and
forged (top) verso biodata page:
a - P1; b - P2, c -P3; d- P4
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around 801.92cm-1 and 1067.87cm-1 respectively, which
are associated with absorption bands of silicates. They are
present in the icing on cellulosic support. The spectra from
forged documents have the same appearance, but much
different from the original, especially in the field of
deformation vibration (700–1750cm-1).
The spectra from the versos of the biodata pages, as
seen in figure 6, are largely similar, because counterfeited
documents keep the original substrate for biodata page.
As result, although the verso samples are coming from
four different documents, the spectral appearance of
absorption bands shows no essential differences, being
situated in specific regions of the frequency characteristic
of cellulose used in the original document. There are only
differences regarding the intensity and the frequency
profile.
Conclusions
The forensic examination of suspected documents to
be forged or counterfeited can be done by forensic
investigations under criminal law where these documents
constitute as evidence.
This study has revealed that the passport corresponding
to the P2 sample was counterfeited by replacing the
biodata page and maintaining the genuine protective foil.
In the case of the P3 sample, the paper was dry cleaned
and then a new biodata page was added over the authentic
page, the protective foil being pasted again. The last
passport P4 was counterfeited by reprinting the biodata
page that was chemically erased.
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